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New year, new ransomware 
 

It was announced this week that 

the Information Commissioners 

Office (ICO) has issued a 

£150,000 fine to Royal & Sun 

Alliance Insurance after the loss 

of the personal information of 

nearly 60,000 customers 

including names, addresses and 

bank account details. The data 

was lost after the theft of a hard 

drive device and the ICO found that appropriate measures were not in place to 

protect the financial information by preventing the theft from happening at its 

offices.  

Although this incident was initially a physical crime and not cyber-related, it is 

a timely reminder of the importance of protecting personal information (the 

data on this hard drive was not even encrypted), especially with the 

forthcoming EU General Data Protection Regulation which comes into force 

next year which will carry significantly higher fines where companies are 

proved to have been negligent. 

 

 

Company fined for data loss 

A large number of our reports last year 

featured regular stories about the 

threat of Ransomware. Research by 

Trend Micro, published just before 

Christmas, found that new 

ransomware families soared by 400% 

between January and September in 

2016. It was also claimed that 20% of organisations worldwide suffered 

ransomware-related incidents and 1-in-5 small businesses never received 

access to their files even after paying the ransom. But, with so many regular 

reports it can be easy to get ‘warning fatigue’ and become immune to the 



threat. Unfortunately, ransomware is expected to continue to rise in 2017 and 

the rapid growth of the ‘ransomware as a service’ model, whereby 

ransomware operators lease their infrastructure to other customers, has also 

enabled non-technical users to join the fray.  

In an attempt to target-harden your business against this threat, one of the 

most important barriers to attack is improving staff user-awareness and 

education. Ransomware is spread like any other type of malware and good 

cyber hygiene is your best chance of minimising infection. The following 

general considerations can also help mitigate your chances of becoming a 

victim:  

 Be extra vigilant to not click on a suspicious link or attachment. 

Attachments from strangers are particularly risky, but if you were not 

expecting a certain attachment from someone you already know, no 

matter how tempting the name of that link or attachment might be, 

then you should email or call them to check its validity first. This may 

take a small amount of extra time in your working day, but it will still be 

a lot easier than having to deal with a ransomware infection if the 

attachment was malicious. 

  

 As with all online systems and programs, make sure they are patched 

and regularly updated (especially anti-virus systems) to ensure they can 

detect and repel the latest online threats.  

 

 Backup your important data: The reason ransomware is normally so 

successful is because individuals or businesses don’t have back-ups of 

the data that has been encrypted by the malware. As a result, their only 

option to retrieve the data is to pay the ransom (and even doing this 

doesn’t guarantee you actually will get your data back). If your data is 

appropriately backed-up (on drives that are not connected to your 

computer to prevent the ransomware scanning for back-ups too), then 

any ransom demands can be ignored and you can restore your data 

accordingly.  

 

These steps will still not guarantee 100% protection against ransomware 

infections, but if your workforce takes these simple steps then it will 

significantly reduce your chances of becoming a victim in 2017. 



Insure - you’re covered 

Cyber-insurance is increasingly becoming a consideration for many 

organisations. In many cases, it may be necessary to ensure a cyber insurance 

policy is integrated into your cybersecurity incident response 

plan (CSIRP). However, as with many insurance policies, the fine print 

may reveal criteria that impact the development and efficacy of your 

plan.  

 

For example, some insurance policies have a prescribed list of 

vendors that organisations must use during the response. Others have 

requirements that mandate certain industry best practices are 

followed. Another potential pitfall of cyber-insurance plans is 

notification requirements.  

 

In some cases, insurance companies will not reimburse organisations for 

money they spend on a breach prior to notifying them of the incident. Even 

then, the definition of what qualifies as a covered security incident can vary 

from policy to policy. 

 

Prevention Is Cheaper Than Cure 

Experian has recently published a report 

which states many SME’s are unclear 

about the risks and subsequent costs of 

a possible breach, suggesting many 

would not survive an attack. Some 30% 

of businesses reportedly have no plans 

to deal with security threats. However, 

according to government statistics, a 

data breach costs a small business 

around £310,000, but SMEs surveyed 

believed the cost to be £130,000 less, at 

only £179,990. Given these alarming 

statistics why are businesses failing to plan? The report offers a number of 

theories, amongst them is a simple lack of awareness of just how much they 

are at risk. According to the report, 51% didn’t consider a response plan to be a  
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priority, while 39% believed they weren’t at risk. However, should a breach 

occur, it is likely that the time and resource pressures facing many small 

businesses will only escalate.  

Another theory is financial. The report found that 20% of companies didn’t 

have the budget to create a robust mitigation plan. But, the true cost of a 

breach, whether due to sophisticated cybercrime or basic human error, is far 

higher than the cost to design and implement a plan. A plan should focus on 

training employees around cyber awareness and the potential risks and scams 

they could face. They are effectively the ‘first line of defence’ for any 

organisation - over 70% of the time, successful data breaches have been the 

result of something an employee has inadvertently done. A detailed data 

breach response plan will reduce the amount of organisational chaos and the 

time wasted in dealing with an attack. At the same time, preventing significant 

damage to not only a company’s finances, but operations and reputation 

damage. 

 

Steps to Cyber Security Management 

1. Assess the risk to your business;  

2. Document your policies and procedures to clearly state how to 

manage risk;  

3. Consider your datasets and what damage could be caused from a 

security breach;  

4. Choose the security measures that are appropriate for your needs;  

5. Begin putting the measures in place.  

 

 

 

 

 

 
Comments, questions? We’d love to hear from you. 

Email us at sales@p-ccomms.com  

or call us on 01704 542 420 
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Thank you for downloading this guide. 
 

Please feel free to contact us on the 
details below if you have any questions 
or comments, or would like advice on 
any of your own cyber security issues.   

 


